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BACKGROUND OF THE INVENTION 



[0007] Electronic devices (i.e., mobile electronic devices having 

software/firmware), for example, mobile cellular phones, personal digital assistants 
(PDA*s), pagers, MP3 players, digital cameras, etc. often contain firmware and/or 
application software that are either provided by the manufacturers of the electronic 
devices, telecommunication carriers, or third parties. These firmware and application 
software often contain bugs. New versions (updates) of the firmware and software are 
periodically made available to fix the bugs, introduce new features, delete features, etc. 

[0008] Electronic networks adapted to communicate with electronic devices may 

be busy, unavailable, or overloaded, and therefore preventing and delaying 
communication between the electronic devices and the electronic network. End-users 
may become aggravated and dissatisfied when the electronic device is unable to 
communicate with the electronic network. The end-user may switch to a different service 
provider or a different electronic device. 

[0009] Further limitations and disadvantages of conventional and traditional 

approaches will become apparent to one of skill in the art, through comparison of such 
systems with some aspects of the present invention as set forth in the remainder of the 
present application with reference to the drawings appended hereto. 
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SUMMARY OF THE INVENTION 



[0010] Aspect of the present invention may be found in a method of gracefully 

managing incoming access requests during an update event from a plurality of electronic 
devices in a communication network. Each of the incoming access requests may 
comprise at least one update-related parameter. The method may also comprise receiving 
each incoming access request at least temporarily, monitoring and evaluating the 
incoming access requests using the at least one update-related parameter, determining the 
availability of at least one device server to process the incoming access requests, based 
upon the at least one update-related parameter, immediately processing incoming access 
requests upon determining that the at least one device server is available, and 
communicating at least one message to electronic devices requesting access upon 
determining that the at least one device server is unavailable. 

[001 1] In an embodiment according to the present invention, communicating may 

comprise determining at least one alternate schedule for the electronic device to send a 
rescheduled access request upon determining that the at least one device server is 
unavailable for processing, based upon the at least one update-related parameter. 

[0012] In an embodiment according to the present invention, the at least one 

update-related parameter may comprise at least one of device identification information, 
firmware identification information, software identification information, and information 
regarding other resources available in the electronic device. 

[0013] In an embodiment according to the present invention, the at least one 

message may comprise a denial of service message. 

[0014] In an embodiment according to the present invention, the denial of service 

message may comprise at least one reason for service denial. 

[0015] In an embodiment according to the present invention, determining the 

availability of the at least one device server to process the incoming access requests 
comprises evaluating at least one of an expected volume of requests, collected statistical 
information, user profile, request profile, and heuristics. 
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[0016] In an embodiment according to the present invention, the method may 

further comprise graceful communication termination. Graceful communication 
termination may comprise communicating an alternate schedule to send a rescheduled 
access request along with an explanatory denial of service message. 

[0017] In an embodiment according to the present invention, monitoring and 

evaluating the incoming access requests may further comprise periodically retrieving a 
status information communication from one of the at least one device server and at least 
one of the plurality of electronic devices. 

[0018] In an embodiment according to the present invention, monitoring and 

evaluating the incoming access requests may further comprise monitoring at least one 
network resource, operational status of the at least one device server, and volume of 
incoming access requests, and information regarding at least one of the plurality of 
electronic devices. 

[0019] In an embodiment according to the present invention, the method may 

further comprise selecting a candidate device server to process an incoming access 
request based upon monitored information regarding the at least one device server. 

[0020] In an embodiment according to the present invention, the at least one 

electronic device may comprise a plurality of mobile electronic devices. The plurality of 

mobile electronic devices may comprise at least one of a mobile cellular phone handset, 
personal digital assistant, pager, MP3 player, and a digital camera. 

[0021] In an embodiment according to the present invention, the at least one 

message may comprise alternate schedule information. The alternate schedule 
information may comprise at least one of a time to re-submit an access request, a 
particularly time frame for re-submitting an access request, an amount of time that must 
elapse before re-submitting and access request, and a particular date for re-submitting an 
access request. 

[0022] Aspects of the present invention may be found in a method of gracefully 

managing incoming access requests during an update event from a plurality of electronic 



4 



devices in a mobile electronic network. The method may comprise evaluating the 
incoming access requests. The incoming access requests may at least comprise electronic 
device information. The method may also comprise recognizing that an incoming access 
request is a rescheduled access request and fulfilling the rescheduled access request with 
higher priority than an original request. 

[0023] In an embodiment according to the present invention, the rescheduled 

access request may be an incoming access request that was previously denied. 

[0024] In an embodiment according to the present invention, fulfilling the 

rescheduled access request with higher priority than an original request may comprise 
advancing the rescheduled request in a processing queue. 

[0025] In an embodiment according to the present invention, fulfilling the 

rescheduled access request with higher priority than an original request may comprise 
immediately placing the rescheduled request in the processing queue. 

[0026] In an embodiment according to the present invention, the at least one 

mobile electronic device may comprise a plurality of electronic devices. The plurality of 
electronic devices may comprise at least one of a mobile cellular phone handset, personal 
digital assistant, pager, MP3 player, and a digital camera. 

[0027] Aspects of the present invention may be found in an electronic device 

network adapted to gracefully manage incoming access requests during an update event. 
Each of the incoming access requests may comprise at least one update-related 
parameter. The electric device network may also comprise at least one mobile electronic 
device having one of software and firmware. The mobile electronic device may be 
adapted to be communicatively coupled to the electronic device network. The electronic 
device network may also comprise an access control unit, at least one device server 
operatively coupled to the access control unit, and a memory operatively coupled to the at 
least one device server. The access control unit may be adapted to immediately process 
and manage incoming information access requests from the at least one electronic device. 
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[0028] In an embodiment according to the present invention, the at least one 

mobile electronic device may comprise a plurality of electronic devices. The plurality of 
electronic devices may comprise at least one of a mobile cellular phone handset, personal 
digital assistant, pager, MPS player, and a digital camera. 

[0029] In an embodiment according to the present invention, the at least one 

device server may comprise a plurality of device servers adapted to dispense updates to a 
plurality of update requesting electronic devices. 

[0030] In an embodiment according to the present invention, the access control 

unit may be adapted to determine an incoming access request volume at the at least one 
device server and ability of the at least one device server to service additional incoming 
access requests. 

[0031] In an embodiment according to the present invention, the network may 

also comprise a monitoring unit adapted to monitor activity of the at least one device 
server. 

[0032] In an embodiment according to the present invention, the memory may 

further comprise a plurality of updates retrievable by the at least one device server. 

[0033] In an embodiment according to the present invention, the at least one 

mobile electronic device may comprise random access memory and non-volatile 
memory. The non-volatile memory may comprise at least one of an update application 
loader, update agent, download agent, and an operating system. 

[0034] In an embodiment according to the present invention, an incoming access 

request may comprise at least one of device identification information, firmware 
identification information, software version information, and resource availability 
information. 

[0035] In an embodiment according to the present invention, the access control 

unit may be adapted to determine priority of an incoming access request by recognizing 
that the incoming access request is one of a repeated and rescheduled access request. 
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[0036] In an embodiment according to the present invention, the access control 

unit may be adapted to determine one of whether a particular incoming access request 
requires immediate processing, whether the incoming access request requires deferment, 
and whether the incoming access request requires denial based upon operational status 
information gathered by monitoring the at least one device server and by evaluating the 
incoming access request. 

[0037] hi an embodiment according to the present invention, upon determining 

that the incoming access request requires denial, the access control imit may 
conmiunicate at least one message to the mobile electronic device. 

[0038] In an embodiment according to the present invention, the at least one 

message to the mobile electronic device may comprise a denial of service message. 

[0039] In an embodiment according to the present invention, the at least one 

message to the mobile electronic device may comprise at least one reason for service 
denial. 

[0040] In an embodiment according to the present invention, upon determining 

that the incoming access request requires denial, the access control unit may be adapted 
to determine at least one alternate schedule for the mobile electronic device to send a 
rescheduled access request. 

[0041] In an embodiment according to the present invention, upon determining 

that the incoming access request requires denial, the access control unit may be adapted 

to communicate at least one alternate schedule to the mobile electronic device along with 
the at least one message. 

[0042] In an embodiment according to the present invention, a rescheduled access 

request may be an incoming access request that was previously denied service. The 
rescheduled access request may be determined to have higher priority than an original 
incoming access request. The rescheduled access request may be one of immediately 
placed in the processing queue and advanced in the processing queue. 
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[0043] In an embodiment according to the present invention, a rescheduled 

request may be rapidly advanced in the processing queue. 

[0044] In an embodiment according to the present invention, upon determining 

that the incoming access request requires denial, a denial of service message may be 
displayed at the mobile electronic device. 

[0045] In an embodiment according to the present invention, upon determining 

that the incoming access request requires denial, a message comprising instructions for 
re-attempting the denied access request at one of a specific time and after a period of time 
has elapsed and an explanatory message may be displayed at the mobile electronic 
device. 

In an embodiment according to the present invention, the access control unit may 
be adapted to at least briefly accept all incoming communications. 

[0046] In an embodiment according to the present invention, the electronic device 

network may further comprise a monitoring unit. The monitoring unit may be adapted to 
gracefully manage denial of service for incoming access requests by monitoring a volume 
of incoming access requests, determining device server availability, providing monitored 
information to the access control unit, determining alternative schedules for mobile 
electronic devices to re-attempt access requests, and communicating the alternative 
schedules to the mobile electronic devices. 

[0047] In an embodiment according to the present invention, the mobile 

electronic devices may be adapted to one of repeat denied access requests without end- 
user intervention, prompt an end-user to initiate repeated access requests, display 
alternative schedules communicated to the mobile electronic device, prompt the end-user 
to select a particular alternative schedule, and autonomously repeat the access request 
according to a selected alternative schedule. 

[0048] These and various other advantages and features of novelty which 

characterize the invention are pointed out with particularity in the claims annexed hereto 
and that form a part hereof However, for a better understanding of the invention, its 
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advantages, and the objects obtained by its use, reference should be made to the drawings 
which form a further part hereof, and to accompanying descriptive matter, in which there 
are illustrated and described specific examples of an apparatus in accordance with the 
invention. 
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BRIEF DESCRIPTION OF SEVERAL VIEWS OF THE DRAWINGS 



[0049] Figure 1 is a block diagram of an electronic device network according to 

an embodiment of the present invention; 

[0050] Figure 2 is a block diagram of an electronic device network according to 

an embodiment of the present invention; 

[0051] Figure 3 is a flowchart illustrating a method of managing incoming access 

requests from an electronic device according to an embodiment of the present invention; 
and 

[0052] Figure 4 is a flowchart illustrating a method of managing incoming access 

requests from an electronic device according to an embodiment of the present invention. 



10 



DETAILED DESCRIPTION OF THE INVENTION 



[0053] Electronic devices may be adapted to access servers to retrieve updates for 

updating at least one of firmware and software. An electronic device may be, for 
example, a mobile electronic device having software/firmware, such as, mobile cellular 

phone handsets, personal digital assistants (PDA's), pagers, MPS players, digital 
cameras, etc. An update may comprise firmware and software updates that modify or 
change the version of a particular firmware or software installed in the device, for 
example, upgrading to a newer version, repairing a bug in the software, etc. An update 
may also add new services to the electronic device or delete services, as desired by a 
service provider, device manufacturer, or an end-user. 

[0054] When an update is launched, (i.e., an update is made available for 

download to the applicable electronic devices), vast numbers of electronic devices may 
simultaneously attempt to access the servers where the update is located. The network 
may be provided with an intermediary device adapted to at least temporarily 
communicate with an access requesting electronic device and to transmit a message to the 
electronic device regarding the operational status of the network's device servers. Some 
of the electronic devices may not be able to connect to the servers as a result of server 
communication pathways being overwhelmed, but would be able to at least temporarily 
communicate with the intermediary device. 

[0055] When service/access is denied to an end-user/electronic device, the end- 

user/electronic device may repeatedly attempt to connect with the servers, thus 
exacerbating the problem by propagating the overwhelming access request event. An 
end-user/electronic device denied service/access may be left with no other alternative 
than to continue to attempt to access the servers until connection is made. 

[0056] An electronic device requesting access may transmit an access request to 

the network using a first type of communication and the network may respond using the 
same type of communication. Alternatively, the electronic device may transmit an access 
request to the network using a first type of communication and the network may respond 
using a different type of communication. For example, the electronic device may 
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transmit a request to the network using a short message service (SMS) and the network 
may respond to the request using a circuit switched or packet switched communication 
service, or the reverse may occur. 

[0057] Figure 1 is a block diagram of an electronic device network 105 according 

to an embodiment of the present invention. Figure 1 illustrates an electronic device 
network 105 adapted to gracefully deny service to a plurality of electronic devices, for 
example, mobile handset 107, communicatively coupled to one of a plurality of device 
servers (for example, device servers 129 and 133) through an adaptive access control 
127. The plurality of device servers may comprise at least two device servers (129, 133) 
adapted to dispense updates to a plurality of update requesting electronic devices, such as 
for example, mobile handset 107. 

[0058] The electronic devices may be adapted to download updates from the at 

least two device servers (129, 133) of the electronic device network 105. The electronic 
device network 105 and the at least two device servers (129, 133) may receive requests 
for updates from the electronic devices, for example, mobile handset 107. The adaptive 
access control 127 may determine the load (such as for example, the volume of access 
requests and the volume of update transfers) on the plurality of device servers, and may 
determine the ability of the device servers to manage additional incoming connection 
requests. 

[0059] These determinations may comprise evaluating monitoring information 

available from a scheduler and load manager 227, as illustrated in Figure 2 below for 
example. An update store 131 in the electronic device network 105 may comprise a 
repository/memory devices for storing a plurality of updates retrievable by the plurality 
of device servers, and subsequently retrievable by the requesting electronic devices. 

[0060] The electronic devices associated with electronic device network 105, for 

example mobile handset 107, may comprise both random access memory (RAM) 125 and 
non- volatile memory 166. The non- volatile memory 166 may comprise a plurality of 
components, such as for example, update application loader (UA loader) 109, update 
agent 111, download agent 113, firmware 115, operating system (OS) 117, and 
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applications 119. The update agent 111 may be a device or software application that is 
adapted to update the firmware 115, operating system 117, and/or other applications 1 19, 
etc., in the electronic device, for example, mobile handset 107. 

[0061] The electronic devices, for example, mobile handset 107, may 

communicate with the plurality of device servers, for example, device servers 129 and 
133, via the adaptive access control 127, to retrieve updates. The electronic devices may 
also be adapted to send requests for updates to the electronic device network 105. The 
requests may comprise a plurality of parameters, e.g., device identification information, 
firmware and software identification information, and information regarding other 
resources available in the electronic device, for example, mobile handset 107. The 
parameters may facilitate update of the electronic device firmware and software. 

[0062] According to an embodiment of the present invention, the adaptive access 

control 127 may determine the load (for example, the volume) of requests being managed 
by the plurality of device servers, for example, device server 129 and 133, and may 
determine the ability of each of the plurality of device servers to manage additional 
incoming access requests. In such an embodiment, determining may comprise evaluating 
monitored information available fi-om a scheduler and load manager 227, as illustrated in 
Figure 2 below. 

[0063] The adaptive access control 127 may also be adapted to determine the 

urgency or priority of an incoming access request. The incoming access request may 
comprise a request for firmware/software update, version update, data, or other 
information. The adaptive access control 127 may determine whether a particular 
incoming request is able to be fiilfilled immediately, or whether the request must be 
deferred or temporarily denied, based upon information gathered (for example, monitored 
information available from a scheduler and load manager 227, as illustrated in Figure 2 
below for example) regarding the current availability and operational status of each of the 
plurality of device servers. 

[0064] Upon determining that an incoming access request must be temporarily 

denied, the adaptive access control 127 may communicate an appropriate message to the 
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end-user/electronic device. For example, a denial of service message may be displayed at 
the electronic device. The denial of service message may comprise an explanation of the 
request processing denial and/or may comprise instructions for the end-user to try again 
at some later scheduled time, for example, when the electronic device network 105 
incoming request load (volume) is predicted to be sufficiently reduced to permit 
facilitation and fulfillment of additional incoming access requests. 

[0065] The adaptive access control 127 may briefly accept all incoming 

communications, (i.e., at least long enough to respond to the access request) and to 
communicate predetermined message(s), denial of service message(s), and schedule(s) to 
re-attempt access, to the electronic device and the end-user. The electronic device, for 
example mobile handset 107, may be adapted to display messages originating firom the 
adaptive access control 127. 

[0066] According to an embodiment of the present invention, incoming requests 

are not ignored or delayed indefinitely, but instead a graceful response may be sent. 
When the plurality of device servers are busy and incapable of fulfilling additional 
incoming requests, a graceful disconnection, or termination, occurs. A graceful 
disconnection, or termination, may comprise providing an end-user of an electronic 
device with an appropriate explanatory message(s), and/or by providing access 
rescheduling information to end-users, before communication with the electronic device 
is terminated. 

[0067] In an embodiment according to the present invention, by communicating 

the explanatory message(s) and schedule(s) information, the end-user may be less 
frustrated or aggravated and better able to understand why the denial of service occurred 
and when the end-user request may be uneventfully processed. 

[0068] In an embodiment according to the present invention, the adaptive access 

control 127 may queue a plurality of incoming requests that cannot be managed 
immediately by the plurality of device servers. The adaptive access control 127 may also 
provide to the electronic device making the -request an appropriate message(s) indicating 
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that the request has been received and queued, and a communication that the requested 
information/update will be delivered shortly, (i.e., in a certain period of time). 

[0069] For example, the electronic device network 105 may be adapted to provide 

an "always connected" facility, wherein the electronic device network can "always be 
on" and wherein updates and requested information may be delivered in a "deferred 
mode" or "queued mode" if immediately not able to be processed and delivered. 

[0070] The adaptive access control 127 may also provide queuing of incoming 

requests and forwarding of queued requests to an available one of the plurality of device 
servers. In an embodiment according to the present invention, the adaptive access control 
127 may employ a messaging framework such as, for example, Java™ Messaging service 
(JMS) developed by Sun Microsystems, Inc., or MQSeries® messaging middleware 
developed by IBM Corporation, to queue incoming requests from the electronic devices 
upon determining that the incoming requests cannot be immediately fulfilled and may 
need to be deferred or rescheduled until one of the plurality of device servers are 
available. 

[0071] Figure 2 is a block diagram of an electronic device network 205 according 

to an embodiment of the present invention. Figure 2 illustrates an electronic device 
network 205 adapted to gracefully deny service to a plurality of electronic devices, for 
example, mobile handset 207, communicatively coupled to one of a plurality of device 
servers, for example device servers 229 and 233, via a scheduler and load balancer 227. 
The device servers (229, 233) may be adapted to dispense requested updates to the 
plurality of electronic devices. 

[0072] The electronic device network 205 may comprise a plurality of electronic 

devices, for example, mobile handset 207, adapted to download updates from the 
electronic device network 205. The plurality of device servers may receive requests for 
updates from the electronic devices and dispense the updates in response. 

[0073] The electronic devices, for example mobile handset 207, may comprise 

both random access memory (RAM) 225 and non-volatile memory 266. The non-volatile 
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memory 266 may comprise a plurality of components, such as update application loader 
(UA loader) 209, update agent 211, download agent 213, firmware 215, operating system 
(OS) 217, and applications 219. The update agent 211 may be a device or software 
application that is adapted to update the firmware 215, operating system 217, and/or 
applications 219, etc., in the electronic device, for example, mobile handset 207. 

[0074] In an embodiment according to the present invention, the scheduler and 

load balancer 227 may gracefully manage denial of service for incoming requests that 
cannot be fulfilled, served, or processed immediately by the plurality of device servers, 
such as for example, device servers 229 and 233. The scheduler and load balancer 227 is 
adapted to monitor the load (e.g., service volume) on the device servers (229, 233) and 
determine if any of the device servers (229, 233) are available for fulfilling a current 
request for service. 

[0075] The scheduler and load balancer 227 may also provide monitored 

information regarding the plurality of device servers to the adaptive access control 127, 
as illustrated in Figure 1. Upon determining, by evaluating monitored information that 
none of the plurality of device servers are available to fulfill the current requests for 
service, the scheduler and load balancer 227 may predict an appropriate altemative 
schedule(s) for the electronic device to re-attempt an access request. The scheduler and 
load balancer 227 may directly communicate the altemative schedule(s) to the electronic 
device, or may direct the altemative schedule(s) to the adaptive access control 127 (as 
illustrated in Figure 1 for example) for subsequent delivery to the electronic devices. 

[0076] In an embodiment according to the present invention, the electronic 

devices, for example mobile handset 207, may store, retrieve, and act upon the altemative 
schedule(s) communicated from the scheduler and load balancer 227 or the adaptive 
access control 127, for example, by repeating the request for service/access based upon 
the altemative schedule(s). In an embodiment according to the present invention, the 
electronic devices may repeat the access requests without end-user intervention. 

[0077] In an embodiment according to the present invention, the electronic 

devices may prompt an end-user to initiate rescheduled access requests. In an 
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embodiment according to the present invention, the electronic device may display the 
alternative schedule(s) conmiunicated from either the scheduler and load balancer 227 or 
the adaptive access control 127, and prompt the end-user to select and or confirm a 
particular alternative schedule(s), before autonomously repeating the request at a later 
time. 

[0078] In an embodiment according to the present invention, the scheduler and 

load balancer 227 may determine, by monitoring and evaluating each of the incoming 
access requests, whether an incoming request is a rescheduled/repeated access request. 
Upon determining that an incoming request is a rescheduled/repeated request the 
scheduler and load balancer 227 may provide special service for the incoming request. 
Special service may comprise providing a rescheduled request with a higher priority of 
access to the requested update or other information. 

[0079] The scheduler and load balancer 227 may provide graceful management of 

rescheduled/repeated incoming access requests by recognizing, (by monitoring and 
evaluating the incoming requests), that the request is a rescheduled/repeated request ,and 
by fulfilling and processing the rescheduled/repeated request with higher priority or 
urgency according to an embodiment of the present invention. 

[0080] In an embodiment according to the present invention, the scheduler and 

load balancer 227 may provide graceful management of rescheduled/repeated incoming 
access requests by placing the incoming rescheduled/repeated request in a processing 
queue, moving the rescheduled/repeated request to an advanced position in the processing 
queue, and ensuring that the rescheduled/repeated request is directed for processing, 
urgently fulfilled, and not rescheduled again. 

[0081] Figure 3 is a flowchart illustrating a method of managing incoming access 

requests from an electronic device, such as, for example, mobile handsets 107 and 207 in 
Figures 1 and 2, for example, respectively, according to an embodiment of the present 
invention. Management of requests may begin (block 305) when the adaptive access 
control (for example, 127 in Figure 1) establishes commimication with at least one of the 
plurality of device servers in an electronic device network, such as, for example. 
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electronic device networks 105 and 205 in Figures 1 and 2, for example, respectively. 
The adaptive access control 127 may then determine, from the monitoring taking place in 
the scheduler and load balancer 227, the availability of individual device servers, such as, 
for example, 129 and 133 in Figure 1, and 229 and 233 in Figure 2. 

[0082] The adaptive access control 127 may commence accepting incoming 

requests (block 307). The adaptive access control 127 may then attempt to handoff an 
incoming request to one of the plurality of device servers for request processing. Upon 
determining, by evaluating the monitored information accessible from the scheduler and 
load balancer 227, that all of the device servers are busy, overloaded, or unavailable, the 
incoming access request may be rescheduled (block 309). An appropriate message(s) 
may then be communicated to the electronic device (block 313). Upon determining that 
one of the plurality of device servers is available to manage an incoming request, the 
request is handed over to the available device server for service/update delivery (block 
315). 

[0083] If it is determined (block 309) that all device servers are busy, overloaded, 

or unavailable, then based on expected load, statistical information collected, user profile, 
heuristics, and/or other criteria, alternative schedule(s) (block 311) for processing the 
incoming requests, may be determined by the scheduler and load balancer 227. The 
altemative schedule(s) and/or associated explanatory message(s) and schedule(s) may be 
communicated (block 313) to the electronic device before the existing communication 
connection between the electronic device and one of the adaptive access control 127 and 
the scheduler and load balancer 227 is terminated. 

[0084] Communicating altemative schedule(s) along with a denial of service 

message provides graceful communication termination between the network and the 
electronic device by gracefully acknowledging the access request, providing potential 
altemate scheduling for satisfying the access request, and facilitating further interaction. 

[0085] The adaptive access control 127 may determine, by evaluating the 

monitored information accessible from the scheduler and load balancer 227, which of the 
plurality of device servers are currently available (block 317). In an embodiment 
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according to the present invention, the adaptive access control 127 may periodically 
contact the scheduler and load balancer 227, or the device servers, to determine the 
operational status of the plurality of device servers, and access monitored operation 
information. 

[0086] By contacting the scheduler and load balancer 227, or the device servers, 

the adaptive access control 127 may retrieve operational status information comprising 
current load (request and fulfillment volume) information and available resource 
information regarding individual of the plurality of device servers. In an embodiment 
according to the present invention, the adaptive access control 127 may periodically 
retrieve a status communication directly from the device servers or from the scheduler 
and load balancer 227. 

[0087] The adaptive access control 127 may determine, by evaluating the 

monitored information from the scheduler and load balancer 227, or from the device 
servers themselves, the overall load and current availability of the plurality of device 
servers to manage incoming service requests based upon the status, available resources, 
and load information retrieved from or available by evaluating the monitored information 
regarding the plurality of device servers (block 319). Thereafter, the adaptive access 
control 127 may continue accepting incoming requests (block 307), wherein the incoming 
requests may either be fiilfiUed or gracefully denied wherein denial may initiate 
communication of altemate schedule(s) and message(s) to the requesting electronic 
devices. 

[0088] However, upon determining that an incoming request may be serviced 

(block 309) by one of the plurality of device servers, the adaptive access control 127 may 
select a candidate device server to process the incoming request based upon the load, 
operational status, resource availability, and/or other monitored information regarding the 
plurality of device servers. The adaptive access control 127 may handoff the incoming 
access request (block 315) for further processing and possible service/update information 
delivery by the selected candidate device server. The adaptive access control 127 may 
determine the availability (block 317) of individual of the plurality of device servers and 
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determine the overall load (block 319), based on the load, status, availability, etc. of the 
individual device servers by evaluating the monitored information from the scheduler and 
load balancer 227 or from the device servers themselves. 

[0089] Thereafter, the adaptive access control 127 may continue accepting 

incoming requests (block 307), wherein the incoming requests may either be fulfilled or 
gracefully denied wherein denial may initiate communication of alternate schedule(s) and 
message(s) to the requesting electronic devices. 

[0090] Figure 4 is a flowchart illustrating a method of managing incoming access 

requests from an electronic device, such as, for example, mobile handsets 107 and 207 in 
Figures 1 and 2, for example, respectively, according to an embodiment of the present 
invention. Figure 4 illustrates a method of providing priority service to incoming access 
requests determined to be rescheduled/repeated requests. Managing rescheduled/repeated 
requests provides graceful handling of requests that were previously denied, for example, 
because the server communication pathways were overwhelmed with requests, etc. 

[0091] The adaptive access control 127 may commence accepting incoming 

requests (block 407). The scheduler and load balancer 227 may provide graceful 
management of rescheduled/repeated incoming access requests by recognizing (by 
monitoring the incoming requests) that an incoming request is a rescheduled/repeated 
request (block 409), and processing and fulfilling the rescheduled/repeated request with 
higher priority or urgency. 

[0092] Upon determining that an incoming request is a rescheduled/repeated 

request, the rescheduled/repeated request may be placed in the processing queue for 
immediate processing (block 411). Depending upon the urgency of the request and the 
length of time that has passed since the first request, the request may receive special 
request processing (block 413). Special request processing may comprise advancing the 
request in the queue to facilitate more rapid request processing. 

[0093] The adaptive access control 127 may then determine, by evaluating the 

monitored information accessible from the scheduler and load balancer 227, or from the 
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device servers themselves, the overall load and current availability of the plurality of 
device servers to manage incoming service requests based upon the operational status, 
available resources, and load information retrieved from or available by evaluating the 
monitored information regarding the plurality of device servers (block 419). Thereafter, 
the adaptive access control 127 may be adapted to retum to and/or continue accepting 
incoming requests (block 407). 

[0094] Upon determining that one of the plurality of device servers is available to 

process an incoming request, by evaluating the monitored information from the scheduler 
and load balancer 227 or the device servers themselves, the incoming request may be 
handed over to the available device server for immediate processing, regardless of 
whether the incoming request is a first request or a repeated/rescheduled request. 

[0095] Upon determining that an incoming request is a first request, i.e., the 

incoming request has not previously been rescheduled (block 409), the adaptive access 
control 127 may determine, based upon the load, operational status, resource availability, 
and/or other monitored information, whether the incoming request may be processed. If 
the device servers are unavailable to process the first request, the first request may be 
rescheduled (block 415) and the alternate schedule(s), denial of service message(s), 
explanatory message(s), may be transmitted to the electronic device. 

[0096] The adaptive access control 127 may determine the availability (block 

417) of each of the plurality of device servers and determine the overall load (block 419), 
based on the load, operational status, resource availability, etc. of the individual device 
servers; such information may be acquired by evaluating the monitored information 
accessible from the scheduler and load balancer 227, or accessible from the device 
servers themselves. 

[0097] Thereafter, the adaptive access control 127 may continue accepting 

incoming requests (block 407), wherein the incoming requests may either be fiilfilled or 
gracefixlly denied wherein denial may initiate communication of alternate schedule(s) and 
message(s) to the requesting electronic devices. 
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[0098] Although a system and method according to the present invention has 

been described in connection with the preferred embodiment, it is not intended to be 
limited to the specific form set forth herein, but on the contrary, it is intended to cover 
such alternatives, modifications, and equivalents, as can be reasonably included within 
the spirit and scope of the invention as defined by this disclosure and the appended 
diagrams. It is intended that the scope of the invention be limited not with this detailed 
description, but rather by the claims appended hereto. 
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